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[bookmark: _Toc19634577]**** START OF CHANGES ****
[bookmark: _Toc4077609]Annex X (normative): Security for Integrated Access and Backhaul
[bookmark: _Toc4077610][bookmark: _Toc4077611]X.1	General
This Annex provides the security procedures applied to NR IAB architecture and functional entities for supporting wireless backhauling of NR base stations. Security requirements applied to IAB architecture are defined in the main body of the present specification. 
The overall stage 2 description for IAB architecture and functional entities are described in 3GPP TS 23.501 [XX] and 3GPP TS 38.401 [yy].

X.2	IAB-node Integration Procedure 

X.2.1	Authentication and Authorization of IAB-node

X.2.2 	Security mechanisms for F1 interface between the IAB-node (gNB-DU) and the IAB-donor-CU  
X.x	Security requirements and features	Comment by Author: To the rapporteur: If this clause with security requirements and features is approved, then it should be moved ahead of the specified mechanisms to solve the requirements.
[bookmark: _Toc19634568]X.x.1	Requirements on the IAB-node (IAB-MT)
The IAB-node (IAB-MT) shall support ciphering, integrity protection and replay protection of NAS-signalling between the IAB-node (IAB-MT) and the 5GC supporting IAB architecture.
The IAB-node (IAB-MT) shall support ciphering, integrity protection and replay protection of RRC-signalling between the IAB-node (IAB-MT) and the parent IAB-node.
Mutual authentication between the IAB-node (IAB-MT) and the 5GC supporting IAB architecture shall be supported.
X.x.2	Requirements on the parent IAB-node
The parent IAB-node shall support ciphering, integrity protection and replay protection of RRC-signalling between the parent IAB-node and the IAB-node (IAB-MT).
X.x.3	Requirements on the 5GC supporting IAB architecture
The 5GC supporting IAB architecture shall support ciphering, integrity protection and replay protection of NAS-signalling between the 5GC supporting IAB architecture and the IAB-node (IAB-MT).
Mutual authentication between the 5GC supporting IAB architecture and the IAB-node (IAB-MT) shall be supported.
The 5GC shall decide whether the IAB-node is authorized to operate as IAB-node.
**** END OF CHANGES ****
